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COMPLAINT AND REQUEST FOR CEASE AND DESIST ORDER AGAINST SPRINT WIRELESS, LCC FOR FAILURE TO FOLLOW COMMISSION RULES REGARDING NON-COMMUNICATION & COMMUNICATIONS CHARGES

Pursuant to Section 1702 of the California Public Utilities Code (the "Code"), this complaint is brought and hereby filed by the Utility Consumers’ Action Network ("UCAN") against Sprint Wireless, LLC for imposing unauthorized and illegal charges upon its customers, in violation of California law and Commission rules, specifically those found in the statutes, rules and regulations of the Commission currently in force. 

INTRODUCTION

This complaint addresses Sprint Wireless LLC’s (hereinafter Sprint or Sprint Wireless) practices relating to the provision and billing of non-communications services through its network.  Sprint has been systematically violating California statutes (such as Public Utilities Code Section 2890), California Public Utilities Commission (CPUC) Interim Decision 01-07-030, (Interim Order, Order Instituting Rulemaking on the Commission’s Own Motion to Establish Consumer Rights and Consumer Protection Rules Applicable to All Telecommunications Utilities, Decision 01-07-030 (July 12, 2001 “Interim Order”) and General Order 168 Part 4, in numerous ways that are detailed below.  

Sprint has failed to provide customers with the required process, notice, opt-in protocols and proof of authorization required by law, and has failed to engage in required investigations relating to non-communications and communications charges.  

UCAN has determined that Sprint charges its customers 10 cents for each incoming text message.  UCAN has documented instances where Sprint is charging its customers for text messages sent by Sprint itself advertising various Sprint services.   When customers complained about charges for Sprint’s own text-message advertising, the company refused to put those customers on a “do-not-spam” list.   Instead, the customers were given the option to either disable their phone from receiving ANY text messages or calling Sprint every month and disputing such charges.    The Legislature and CPUC envisioned the potential for just such risks, as evidenced in the Comment to Section C(1) of the Interim Order:

Because billing for non-communications-related charges on telephone bills was previously prohibited by law, many subscribers initially will be unaware that they are now exposed to a new risk of having unauthorized charges for non-communications-related products or services improperly placed in their telephone bills.  The Legislature has acknowledged that additional safeguards are necessary to protect consumers from the risk of being “crammed” with charges that are unrelated to telephone service or other communications services.  (See Stats 2000, ch 931 (AB 994).)  Consumers should not be exposed to this risk unknowingly.

Sprint has ignored consumer protections established by the Legislature as well as the CPUC.  It has also ignored its own terms and conditions pertaining to the use of customer CPNI.  As a result Sprint should be ordered to provide the relief set forth below.

I. THE PARTIES
1. Complainant UCAN is a consumer advocacy organization at 3100 Fifth Ave., Suite B, San Diego, CA 92103, (619) 696-6966, which represents approximately 40,000 ratepayers in California.

2. Defendant Sprint Wireless is a corporation currently doing business in the State of California as a provider of mobile cellular telecommunication services. Sprint Wireless is located at Sprint Telephony PCS, LP  c/o Corporation Service Corp.  2730 Gateway Oaks Dr. Ste 100, Sacramento, CA 95833

3.  Sprint Wireless is subject to the jurisdiction of the Commission.

4. Attorneys and representatives for UCAN include Michael Shames and Alan Mansfield.

5. Attorneys and representative for Sprint is Steven Kukta, Esq. Located at Located at SPRINT COMMUNICATIONS COMPANY L.P. 100 Spear St.  San Francisco, CA 94105

II. BASIC FACTS
6. Sprint Wireless is licensed by the California Public Utilities Commission as a facilities based Cellular Carrier (CEC).  License number U-30.

7. Sprint Wireless is certified by the California Public Utilities Commission to offer mobile wireless telecommunications services. 

8. Sprint Wireless markets and sells mobile services in the State of California.

9. Sprint provides non-communications services to California customers in the form of their own non-communications services.  Specifically, these are text-messaged advertisements sent on an unsolicited basis to its customers. 

10. Sprint subscribers have the capability, through the use of SMS technology, of enabling non-communications charges and services by simply sending and receiving a text message through their mobile phone to the non-communications provider (in this case, Sprint).  UCAN has received a very detailed complaint from a customer regarding this practice and is aware of other similar complaints.  For purposes of this complaint, UCAN offers the experiences of Ms. Anne Whitlock, as documented below. 

11. Sprint subscribers have been charged for receiving advertisements from Sprint using SMS technology (text-messaging) in the State of California.

III. Customer-Specific Facts Asserted

12. Ms. Anne Whitlock entered into service with Sprint in May 2005.  Within the first 30 days of her service commencement, Sprint began sending her unsolicited advertisements from Sprint using text messaging on her phone.  Ms. Whitlock did not authorize these advertisements or opt into receiving any non-communications services from Sprint, or at any point enable any “tips,” yet she was billed $0.10 per advertisement received(See Exhibit A).  The advertisements and dates are listed below.

13. On May 21, 2005 at 1:45 pm, Ms. Whitlock received her first message from Sprint for which she was charged 10 cents, which read as follows

“Welcome to Sprint PCS Vision.  Surf the web 24/7, play games and enjoy your $10/mo credit!  Visit http://sprint.com/m to learn how. Reply S to end tips.”
14. On May 28, 2005 at 12:56pm, Ms. Whitlock received the following message from Sprint for which she was charged 10 cents:

“Get news, sports, scores, stock quotes, weather forecasts & a $10/moo credit with Sprint PCS Vision!  Visit http://sprint/m to learn more.  Reply S to end tips”

15. On June 4, 2005 at 11:56am, Ms. Whitlock received the following message from Sprint for which she was charged 10 cents:

“Learn how to use your $10/mo credit for hot downloads with Sprint PCS Vision.  Reply RINGERS, GAMES, APPS, or SCREEN and we’ll show you how.  Reply S to end tips.”
16. On June 10, 2005 at 10:06am, Ms. Whitlock received the following message from Sprint for which she was charged 10 cents:

“Get real-time baseball scores, news & more from ESPN on your Sprint PCS Vision Phone!  Go to Web, Vision Home, Sports, ESPN, MLB then Scores.  Reply S to end tips.”

17. On June 17, 2005 at 2:07pm, Ms. Whitlock received the following message from Sprint for which she was charged 10 cents:

“Find out if you’ll need your umbrella or shades tomorrow.  Use Sprint PCS Vision and your $ 10/mo credit for the Weather Channel and more!  Reply S to end tips.”

18. Ms. Whitlock was billed for the first three text messages despite not opening the messages.  Once she found out she was billed for the messages, she opened them to discover their content.

19. Ms. Whitlock called Sprint Customer Service following the June 17, 2005 text message to make Sprint aware that she did not authorize these messages that appeared on her first bill and had not opted into receiving such messages. The Sprint billing department told her that Sprint can charge for any messages it sends, even if it was from Sprint.  She then contacted Sprint’s technical department, who said they had the ability to block numbers from which subscribers are receiving text messages.  The number, 777-468, a Sprint number, was unable to be blocked by the technical department.  Sprint credited Ms. Whitlock $5.00 and gave her 20 free text messages, but told her she would need to call back each month to dispute such charges.  

20. On June 24, 2005 at 10:11am, Ms. Whitlock received the following message from Sprint for which she was charged 10 cents:

“Shop and bid! Use Sprint PCS Vision & your $10/mo credit for Pocket Auctions for eBay®. Go to Downloads. Applications. Get New. Shopping. Reply S to end tips.”

21. On June 25, 2005 at 5:27pm, Ms. Whitlock received the following message from Sprint for which she was charged 10 cents:

“Shop and bid! Use Sprint PCS Vision & your $10/mo credit for Pocket Auctions for eBay®. Go to Downloads. Applications. Get New. Shopping. Reply S to end tips.”
22. On July 1, 2005 at 11:47am, Ms. Whitlock received the following message from Sprint for which she was charged 10 cents:

“Use your $10/mo credit for a cool new Sprint PCS Vision screen saver.  Just go to Downloads.  Screen Savers.  Check back often as we’re updating them constantly!”

23. On July 1, 2005 at 1:04pm, Ms. Whitlock received the following message from Sprint for which she was charged 10 cents:

“Use your $10/mo credit for a cool new Sprint PCS Vision screen saver.  Just go to Downloads.  Screen Savers.  Check back often as we’re updating them constantly!”
24. Ms. Whitlock again called Sprint following receiving a bill that included the above charges.  This second time Sprint Customer Service indicated that they would block the number so that she’d no longer receive calls from Sprint.  However, no one at Sprint indicated that it was a “do-not-spam” list or what the details of that blocking entail.  It is not clear as of yet whether or not the text messages are actually blocked for Ms. Whitlock and whether she is able to receive any text messages.

25. Sprint’s actions with Ms. Whitlock and other subscribers actually violate Sprint’s own terms of service as posted on its own web site (See Exhibit B).  For example, a passage, entitled “Rights,” reads as follows

“Sprint respects your privacy. Under federal law, you have the right and Sprint has the duty to protect the use of your CPNI. If you prefer that Sprint not use, disclose or allow access to your CPNI to offer you communications related products and services to which you do not already subscribe, you may "opt-out" that is, direct us not to make those disclosures across additional product lines within Sprint. Your decision to opt-out will not affect the provision of any services to which you currently subscribe. Your approval or denial of approval for the use of CPNI is valid until you affirmatively revoke or limit such approval or denial. As such you may opt-out or revoke your decision to opt-out at any time by calling the number listed below. Sprint will allow at least 33 days from the mailing of this notice before your CPNI approval is assumed.”

This passage states that there is a 33-day period before approval is assumed.  Ms. Whitlock received messages from Sprint immediately following the beginning of her service plan.  Moreover, this is contrary to the Interim Order, which does not allow a consumer to opt out, but rather requires Sprint to require consumers to opt in before being billed for such services. 

26. Additionally, Sprint’s position towards bulk, unsolicited emailers is clear (See Exhibit B).  Its terms of service posted on its web site reads as follows:

“No spam; damages. Sprint PCS will immediately terminate any account which it believes, in its sole discretion, is transmitting or is otherwise connected with any spam or other unsolicited bulk email. In addition, because damages are often difficult to quantify, if actual damages cannot be reasonably calculated then you agree to pay Sprint PCS liquidated damages of $5 for each piece of spam or unsolicited bulk email transmitted from or otherwise connected with your account, otherwise you agree to pay Sprint PCS's actual damages, to the extent such actual damages can be reasonably calculated.”
Apparently, Sprint’s provisions against unsolicited text messages do not apply to their own bulk advertisements.  Moreover, Sprint agrees that sending these messages costs persons time and money, quantified by Sprint at $5 per message sent.  If this is correct, Sprint should pay to all affected consumers, the same amount. The same type of messages targeted by Sprint’s own prohibitions are the type of unsolicited advertisements it is sending its own subscribers and billing them for receiving.

IV. VIOLATIONS OF LAW

27. In California, the CPUC has promulgated specific regulations regarding non-communications charges being included on wireless cell phone bills.  The rules currently in effect are found in Order Instituting Rulemaking on the Commission’s Own Motion to Establish Consumer Rights and Consumer Protection Rules Applicable to All Telecommunications Utilities, Decision 01-07-030 (July 12, 2001), specifically the “Interim Opinion adopting Interim Rules Governing the Inclusion of Non-Communications-Related Charges In Telephone Bills,” Appendix A “Interim Rules Governing Non-Communications-Related Charges on Telephone Bills” (Interim Rules) contained therein. 

28. Though non-communications charges used to be prohibited from being included on a telephone bill, the legislature opened up telephone bills to non-communications charges early this century.  Envisioning the potential for abuse, the Legislature authorized limiting regulations in California Public Utilities Code Section 2890, which reads in part “(a) A telephone bill may only contain charges for products or services, the purchase of which the subscriber has authorized.”  

29. The Interim Order puts responsibility on the phone company to require specific authorization of any non-communication charge.  As stated in the Interim Rules Section C, authorization is two pronged, requiring in Section C(1), general authorization from the customer to the phone company to allow non-communications charges on the customer’s bill and opting in to receiving such charges, and in Section C(2), specific authorization at point of sale to allow the specific charge.  According to the Interim Rules:

“An unauthorized charge is a non-communications-related charge included on a subscriber’s bill when the subscriber (1) has not authorized the billing telephone company, directly, to include non-communications-related charges on that subscriber’s bill; or (2) has not authorized that particular charge. A charge placed on the subscriber’s bill by a person who does not have actual, implied, or apparent authority to place such a charge, and which confers no benefit upon the subscriber, is an unauthorized charge.”
30. As stated in Interim Rule Section C(1)(a), “In obtaining authorization to bill for non-communications charges, billing telephone companies must disclose in a clear and conspicuous manner all material terms and conditions related to this service.  Material terms and conditions include any applicable fees and charges, including late payment penalties and interest; any available options for limiting authorization (for example, to a dollar amount per month); how a subscriber may dispute a charge; the fact that the billing telephone company may not terminate basic local service, file an adverse credit report, or charge interest or finance charges on disputed amounts; how a subscriber may revoke authorization; and how a subscriber’s confidential information is protected.  

31. As stated in Comment 2 to Section C(1)(a), 

“Regardless of the manner in which written permission is given, billing telephone companies must provide sufficient information to enable consumers to make informed decisions about whether to allow non-communications charges on their telephone bills, and must abide by those decisions.  (See § 2896.)  They must disclose all material terms and conditions, and must not mislead subscribers in an effort to convince them to authorize the use of their telephone bill for non-communications-related charges.  (See Id. and Business and Professions Code § 17500.)  Companies that do so will be subject to sanctions by the Commission for violating the Public Utilities Code and these rules.  Such practices may also lead to court-ordered penalties pursuant to California’s Unfair Competition Law (Business and Professions Code §§ 17200 and 17500).”

32. As stated in Comment 3 to Section C(1)(a), “ If a subscriber disputes a charge on the ground that the subscriber had not authorized the billing telephone company to include non-communication-related charges on the subscriber’s bill, the billing telephone company bears the burden of proving that the subscriber did in fact provide such authorization.” 

Further, Section C(3) states “Subscribers may not be held liable for unauthorized charges.  Subscribers must make a reasonable, good-faith effort to notify the billing telephone company promptly when the subscriber becomes aware of a probability of unauthorized use of the subscriber’s account.  If the billing telephone company is unable to verify authorization, a charge is deemed unauthorized.”

Additionally, Section 2890 provides that a telephone bill “may only contain charges for products or services, the purchase of which the subscriber has authorized.”  The comment to C(3) states that “this provision[2890] mandates a “zero-liability” rule for unauthorized charges.”
33. As stated in Interim Rules Comment (1) to Section C(2), “The primary goal of Sections 2889.9 and 2890 and of  these rules is to ensure that only authorized charges are billed to subscribers, i.e., to deter “cramming.  Billing telephone companies, billing agents, and vendors all are responsible for ensuring that only authorized charges are billed.”

34. As stated in Comment 2 to Interim Rules Section C(2), “Whatever the security procedure used, it should be at least as reliable as a PIN number, however.  In the event a subscriber claims that a charge was unauthorized, the billing telephone company may not require the subscriber to pay the charge until the billing telephone company has obtained proof of proper authorization from the vendor or from the billing agent that submitted the charge for billing.”  Allowing SMS text messaging to enable non-communications charges on a subscriber’s wireless bill ignores the CPUC’s requirement of providing safety measures equivalent to a PIN number, and is particularly abused when the company is the one who is generating such charges.

35. Any authorization, according to Interim Rule Section G(4), “is fraudulent if it is inauthentic (not given by the subscriber) or obtained from the subscriber based on false or misleading information.”  Therefore, as the advertising and marketing of non-communications providers also violates state laws governing fraudulent and misleading transactions, subscribers must receive a refund for any charges that resulted from such practices.
36. As stated in Interim Rule Section C(1), “Opt-in authorization information or confirmation, including any assigned or confirmed PIN, must be sent to the subscriber’s billing address even if the authorization lists a different address for delivery of products or services.”  Sprint provides no opt-in authorization process, so by definition it cannot comply with this Section.

37. Sprint is also failing to respond to customer requests to only be charged if they opt into providing non-communications charge authorizations, instead imposing an opt out requirement that is contrary to the Interim Order.  As stated in the Interim Rules Section D(1) and General Order 168 Part 4 §D, 

“Subscribers may revoke authorization to allow non-communications charges on their bills at any time without charge.  They may do so by notifying their billing telephone company, by telephone, in writing, or via the Internet, that they no longer wish to allow non-communications charges on their telephone bill.  The billing telephone company must confirm the revocation in writing within 10 business days.  This written confirmation shall indicate the date and time the subscriber notified the billing telephone company that authorization was revoked.  Billing telephone companies must allow subscribers to revoke authorization by telephone 7 days a week, 24 hours a day.  The right to revoke authorization to allow charges includes charges from standing authorizations previously made by the subscriber, such as charges for monthly dues or subscription service.  This right is in addition to any other right that the subscriber may have to cancel the transaction that gave rise to the billing charge.” 


Customers such as Ms. Whitlock call numerous times and talk to numerous Sprint CSRs about having such illegal charges taken off their bill.  Even when the customers have asked for non-communications services such as advertisements to be blocked, Sprint should have had its CSRs properly trained to block future non-communications charges.  Indeed, even while Ms. Whitlock received a credit for Sprint’s own advertisement charges, her request at the same time(as she had requested in the past) to not have any future charges on her wireless bill, was apparently ignored, resulting in additional charges in July 2005.  Sprint has failed to provide the ability to revoke any previous opt in requirement “7 days a week, 24 hours a day.”  


The comment to Interim Rules, Section D(1) states that “As with credit cards, the consumer must be able to revoke authorization at any time to protect the subscriber in the event of attempted fraudulent use of the subscriber’s account.  As subscribers cannot be held liable for unauthorized charges, this provision protects the billing telephone company as well.”  

38. Revocation of any prior opt in authorization should be done by simply notifying the telephone company over the telephone; writing is not necessary.  The above provision also suggests that a properly addressed email could also revoke authorization of non-communication charges.  Even if she originally authorized non-communications charges (which she disputes and Sprint has never provided her any proof that she did so), Ms. Whitlock was not informed of her right to revoke authorization, despite her inquiries, as required by the Interim Order.  

39. As stated in Interim Rules E(1), “Billing telephone companies must take reasonable precautions to screen vendors and billing agents before agreeing to provide billing services for them, in order to screen out unreliable or untrustworthy business entities.”
40. As stated in Interim Rules E(3)

“Contracts to provide billing services for vendors and billing agents must provide that the billing telephone company will require proof of authorization for all charges disputed by subscribers, including but not limited to the nature, time, place and fact of the authorization; the nature, qualities and price of the product or service; and other charges of any and every kind, such as taxes, charges for other products and services, shipping expenses, interest, and penalties; and the legal basis for any such charge, and that without such proof, the subscriber will be credited for the charge and the corresponding amount withheld from the vendor or billing agent.  Billing telephone companies may impose fees on these vendors and billing agents for the cost of investigating and resolving subscriber complaints.”

This means that Sprint, according to CPUC rules, must require proof of authorization from carriers or third party non-communications providers before billing for non-communications services.  Instead Sprint refuses to meet its burden to subscribers regarding opting in to receive these non-communications charges.


41. Even assuming sufficient authorization, which does not exist, Sprint is not meeting its responsibilities to handle complaints, provide proof of authorization for charges, remove charges for which there is insufficient proof, and remove and block future charges once the customer revokes any previous opt in to receive such messages that was provided, separate and apart from providing such services.

42. When a customer calls Sprint inquiring about non-communication charges, Sprint has a duty under Interim Rule Section G(1) and General Order 168 part 4 Sections (E) & (G) to do more than simply tell the customer that they must disable the function on their phone that allows for any text messages to be received. 

43. Under the Public Utilities Code §2895-2897 et seq.  (Telecommunications Customer Service Act of 1993), the legislature authorizes the CPUC, specifically in §2896(c), to establish reasonable quality service standards, including regarding customer service and billing.  

Interim Rule Section G(3) states that 

“The billing telephone company is responsible for ensuring that subscriber complaints about non-communication charges on its bills are processed as required by these rules.  Subscriber questions and complaints concerning non-communications-related charges should be addressed to the billing telephone company, or to its agent, as designated on the bill.  The telephone bill must include a prominently displayed toll-free customer service number for this purpose.  The toll-free number must be adequately staffed by personnel with sufficient training and authority to answer questions, investigate complaints, and adjust bills in favor of subscribers when appropriate.  

Telephone companies are required to provide adequate customer service as a telecommunications provider (see the Telecommunications Customer Service Act of 1993, codified at Sections 2895-2897). They must ensure that the additional customer service required of them in connection with non-communications charges does not negatively impact telephone customer service.  Sprint cannot simply rely upon the disabling of the phone’s capacity to receive any text messages as an adequate correction to avoid consumers receiving advertisements Sprint disseminates. 

44. As stated in Interim Rule G(2), “Billing telephone companies or their agents shall promptly investigate subscribers’ complaints of billing errors.  Within 30 days of receiving a complaint of a billing error unrelated to the subscriber’s  telephone service, the billing telephone company must either credit the disputed charge to the customer or  acknowledge, in writing, receipt of the complaint, and must verify the validity of the charge.  Billing telephone companies must resolve such complaints within 60 days.”

As stated in Interim Rule G(4), “The billing telephone company or, if the vendor is handling the complaint, the vendor, will notify the subscriber in writing of the result of its investigation.  If the vendor has failed to provide proof of authorization within the time allowed, the billing telephone company will credit the charge to the subscriber.”  

As an example of how Sprint violates these provisions, it never offered Ms. Whitlock proof of authorization, and also never subsequently credited her account within 30 days of her disputing such charges.

45. In the event that the Commission determines that these charges are communications-related, Pub. Util. Code § 2890(a) states that “ A telephone bill may only contain charges for products or services, the purchase of which the subscriber has authorized.”    Also, Pub. Util. Code § 2890(e) states that “If an entity responsible for generating a charge on a telephone bill receives a complaint from a subscriber that the subscriber did not authorize the purchase of the product or service associated with that charge, the entity, not later than 30 days from the date on which the complaint is received, shall verify the subscriber's authorization of that charge or undertake to resolve the billing dispute to the subscriber's satisfaction.”    Sprint systematically failed to adhere to these “cramming” rules in its treatment of Ms Whitlock and similarly situated customers. 

V. RELIEF SOUGHT

WHEREFORE, UCAN respectfully request that the Commission:

1. Order Sprint to immediately cease and desist from each and every violation alleged in paragraph 6 through 45 effective upon receipt of this complaint through the issuance of an injunction.

2. Order Sprint to undertake such steps as are necessary so as comply with state law.

3. Order Sprint to make and pay any and all reimbursements and penalties available under Code Sections 2107, 2108 and 2113 to Ms. Whitlock and to similarly situated California consumers.

5. Order Sprint to pay commensurate punitive damages upon finding of intentional misconduct.

6. Order all other remedies and penalties, fees and costs  as the Commission may determine just and equitable. 

Respectfully submitted, 



Dated: September 7, 2005
_________________________

Michael Shames 

Alan Mansfield 

Utility Consumers’ Action Network (UCAN)

3100 5th Ave. Suite B

San Diego, CA 92103

(619) 696-6966

Fax: 696-7477

mshames@ucan.org
ATTORNEYS for Complainant

Verification

I, Michael Shames, am an officer of complainant corporation herein, and am authorized to make this verification on its behalf. The statements in the foregoing document are true and of my own knowledge, except as to the matters which are herein stated on information and belief, and as to those matters I believe them to be true. I declare under penalty of perjury that the forgoing is true and correct. Executed on July 20, 2005 at San Diego, California.

_____________________

Michael Shames
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