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Code § 2890(a), which states that “A telephone bill may only contain charges for products or
services, the purchase of which the subscriber has authorized.”

This complaint also asserts AT&T, in connection with one or more of its international
affiliates, is engaging in a dubious practice of charging customers for calls never placed while
traveling abroad. This practice also falls under the definition of cramming and as such is
prohibited under Pub. Util. Code §2890(a).

UCAN asserts that these customers never sought nor authorized international roaming as
a service provided in connection with their cellular phone service.

In addition, regardless of whether customers did or did not authorize international
roaming, they are being charged international roaming rates for calls that were never placed.
Thus any charges incurred as a result of international roaming were through the result of an
unapproved and/or unused service from which the customer received no benefit.

AT&T’s practice of enabling international roaming service without adequate customer
notification and billing customers for unplaced calls while in a foreign country violates the
provisions of California’s Public Utilities Code, which is intended to protect consumers from
“cramming” of unauthorized charges. This practice also undermines the public policy
underlying ensuring California customers have control over charges incurred in their phone
service. .

AT&T has also, at least in one instance, violated cramming laws and regulations,
particularly CPUC General Order 168, by refusing to cease collections actions while conducting
an investigation into a charge disputed by its customer.

I. THE PARTIES
1. Complainant UCAN is a consumer advocacy organization at 3100 Fifth Ave., Suite B,

San Diego, CA 92103, (619) 696-6966.

2. Defendant AT&T is a corporation currently doing business in the State of California as a
telecommunications service provider. AT&T’s principle California offices are located at
3. Attorneys and representatives for UCAN are Michael Shames and Art Neill.

4. The representative and addresses for AT&T is:
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10.

11.

12.

13.

Neal S. Berinhout Alejandro Jimenez

ATT Mobility, LLC ATT Mobility, LLC
5565 Glenridge Connector 12900 Park Place Drive
Ste. 1700 Tustin, CA 90703

Atlanta, 30342

II. BASIC FACTS
The California Public Utilities Commission licenses AT&T as a mobile service provider.

AT&T is certified by the California Public Utilities Commission to offer
telecommunication services.

AT&T markets and sells such telecommunications services in the State of California.
AT&T requires customers to call “1-800-331-5000" or visit a retail store to activate
International Roaming.

AT&T also uses payment history and length of time customers have been AT&T

customers as factors which determine eligibility for International Roaming.

1. CUSTOMER-SPECIFIC FACTS ASSERTED

Meskerem Abera

Meskerem Abera was a Cingular Wireless nka AT&T Mobility (AT&T) customer. Ms.

Abera had the Family Talk Nation 2100 Rollover Plan with five phones associated with
the plan.

At the time of activation International Roaming was not a service associated with any of
the phone lines.

Ms. Abera allowed her brother to be the primary user of the phone with phone number
“619-504-5580" (the phone)

Ms. Abera did not authorize AT&T to allow her brother to make changes to the phone

plan or make additions to the phone services.
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14.

15.

16.

17.

18.

19.

20.

21.

22,

23.
24,

25.

On or around January 18, 2007 Ms. Abera and her brother flew to Ethiopia to attend a
wedding, her brother had the phone in his possession.

Ms. Abera’s brother remained in Ethiopia with the phone until in or around March 18,
2007, when he and the phone returned to the United States.

While in Ethiopia, Ms. Abera and her brother had a family landline available to them
which they could use to make phone calls if necessary. Their standard practice was to
use this phone if it was necessary to make a call.

On or around February 16, 2007 Ms. Abera received a phone call from AT&T stating that
the phone had incurred over $20,000 in charges and service had been suspended.

On or around February 16, 2007 Ms. Abera received her phone bill from AT&T. The bill
included charges totaling $20,621.15 (taxes included) for 2151 calls totaling 5398
minutes allegedly placed between January 22, 2007 and February 14, 2007. (Exhibit A)
On or around March 15, 2007, Ms. Abera received her phone bill from AT&T. The bill
included charges totaling $21,342.75(Exhibit B).

On or around May 15, 2007, Ms. Abera received a collections notice, during the
investigation of the dispute, from Southwest Credit Systems, L.P.(Exhibit C). UCAN
began helping Ms. Abera dispute the charges on April 24, 2007.

These charges are alleged to have been incurred from roaming charges while the phone
was in Ethiopia.

Ms. Abera informed AT&T she was disputing the charges. AT&T informed her that the
charges were legitimate and she would need to pay the bill in full.

Ms. Abera did not ask to have International Roaming enabled on the phone.

Ms. Abera never received any notice that International Roaming was placed on the
phone, one of five phones associated with the plan.

The four other phones owned by Ms. Abera under the plan never had International
Roaming enabled. So the “service” was only automatically enabled on the 619-504-

5580 number.
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26.

27.

28.

29.

30.

31.

2150 of the 2151 calls listed were not placed through the phone according to the
subscriber and user. 112 calls of the 2150 were incoming calls. This amounted to
approximately 80 pages of phone calls.

Specifically, the first call listed as incoming may have been an attempted voice mail call
by Ms. Abera’s brother upon arrival, but that the call was never completed as dialed. It
was then assumed that the phone did not function at all, so the phone was placed in Ms.
Abera’s brother’s luggage for the remainder of the visit.

None of the 2038 international outgoing phone calls have been identified as numbers
previously ever dialed from Ms. Abera’s phone or, for that matter, as numbers ever dialed
from any of Ms. Abera’s other phone numbers. .

A significant number of the calls listed on Ms. Abera’s bills appear to have been
International calls from Ethiopia. The following is a list of countries that appear to have

been dialed on the relevant bills, with one example of a phone number in parenthesis:

(64-982-05088------), New Zealand (47-936-82407----), Norway (27-720-341992-----),
Saudi Arabia (25-212-16081-----), Somalia (25-218-51896----), Sweden (44-207-
0931160----), United Kingdom (44-796-1881028----), Denmark (45-274-25655---), India
(46-762-510984---), Ireland (44-238-02220495---), Kenya (8-889-97 2227----), Australia
(61-446-2612---), Switzerland (41-213-114237—), Japan (81-771-46605----), Pakistan
(92-321-5260635----), Greece (30-146-01277----), Belgium (32-023-01854---),
Kazakhstan (72-440-61930---)

Calls can only be originated internationally if International Roaming is available.
Therefore, no phone calls should have been capable of being placed because International
Roaming should never have been enabled.

There are examples of multiple phone calls occurring at the same time on Ms. Abera’s
phone bill. For instance, on Ms. Abera’s January 16, 2007 to February 15, 2007 bill,

page 46 of 74, lines 2008-2010 show three calls to the same number as follows. A call to
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32.

33.

34.

35.

36.

37.

38.

817-419-6456 at 10:17am that lasted 7 minutes, a call at 10:18am to the same number,
and then a third call to the same number at 10:18am. (Exhibit D)

UCAN first called AT&T’s Office of the President (OOP) on or around April 24, 2007 to
dispute the charges and the legitimacy of many of the phone numbers listed and request
an explanation as to why some of the calls were overlapping.

OOP responded by phone that many of the numbers were to existing countries and calls
can overlap when a customer puts a call on hold and then places a second, third,
fourth...call while the original caller remains on hold.

OOP made assertions of escalating the matter to the international department on or
around April 24, 2007. OPP then informed UCAN the matter was not escalated until May

15, 2007.

On or around May 23, 2007, Ms. Abera, with UCAN’s assistance, called AT&T customer
service to ask when International Roaming was added to her phone plan and what notice
she received on the addition. Customer Service informed her and UCAN that

International Roaming was added by AT&T’s system on or around December 8, 2006
and that Ms. Abera should have received a text message stating the change to her plan
had been made. Customer Service could not find a record of the text message being sent
nor is the text message listed on any of the customers past bills.

Because the answer received was unclear to the customer, UCAN called the OOP,
informing them of the information provided by Customer Service and asked OOP to
explain why International Roaming was only added to one phone and when the
notification was sent.

A representative from the OOP left a voice message on or around May 25, 2007 to

UCAN stating that international service was added December 12, 2006 as part of a
“campaign” and the customer should have received a text message to inform the
customer of the service.

Ms. Abera’s 619-504-5580 wireless phone had been reported lost December 11, 2006.

Therefore the claimed text message regarding International Roaming service was sent,
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39.

40.

41.

42.

43.

according to OOP, after AT&T was informed that the phone was not in the subscriber’s
possession. The phone was replaced by Ms. Abera’s phone insurance later in December.
OOP affirmed the explanation provided in the earlier voicemail in a phone call on or
around June 1, 2007, but was not able to explain why International Roaming was only
added to one phone of the five and why there is no record of the text message.

On or around July 20, 2007 UCAN contacted AT&T’s outside counsel in an attempt to
resolve the dispute On or around July 23, 2007 AT&T’s Senior Regulatory Counsel
contacted UCAN informing UCAN the office was looking into the issue.

On August 10, 2007 AT&T stated it would try to verify the date and method through
which Ms. Abera received notice that international roaming was added to her plan .On
August 10, 2007 AT&T did not respond later in the afternoon as agreed, therefore UCAN
emailed AT&T requesting an answer by 5:00pm on August 13, 2007, almost four months
from when UCAN became involved in the issue.

In emails sent by UCAN detailing phone meetings between UCAN attorney Art Neill and
AT&T attorney Cindy Manheim, UCAN posed questions that had been asked since
UCAN entered the dispute. For instance, on August 14, summarizing an August 13
meeting which left outstanding questions, UCAN explicitly asked a question regarding
the notice of international roaming being enabled. “4. Please verify the date of sending of
the text message that was intended to notify the subscriber that international roaming had
been enabled. Please verify the phone(s) it was sent to? Please make clear that the
brother's phone was the only phone that received the text message.” AT&T has never
explained the discrepancies in the customer service and Office of the President answers
detailed above, nor has it verified the actual date notice was sent.

Negotiations continued through Monday, August 20, but AT&T refused to provide a full
refund and failed to answer UCAN and Ms. Abera’s questions, in a number of cases this
is despite promises to do so.

Aster Yeshaw
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44,

45.

46.

47.

48.

49.

50.

51.

52.

53.

54.

While AT&T and UCAN were negotiating Ms. Abera’s dispute, Ms. Abera happened to
meet another individual facing similar unauthorized charges from AT&T. This
individual is named Aster Yeshaw.

Ms. Yeshaw purchased an individual plan with 2 years of Cingular Nation GSM wireless
service on February 17, 2005 from the “Wireless Solution Store.” The phone number
was 619-944-3034.

On August 20, 2007, UCAN met with Ms. Yeshaw, who provided a number of her bills
and background information regarding her dispute.

Ms. Yeshaw left for Ethiopia on January 28, 2007. Ms. Yeshaw had her phone for the
purpose of making phone calls during the wait for connecting flights within the United
States.

Ms. Yeshaw has taken trips to Ethiopia prior to her January 28, 2007 trip, and to her
knowledge she has never received charges such as those disputed.

Approximately 15 days into her trip, Ms. Yeshaw noticed that the phone was lost or
stolen.

Ms. Yeshaw’s husband received Ms. Yeshaw’s phone bill for January 22 to February 21,
2007 in San Diego on or around February 21. The bill stated current charges of
$3,775.03(Exhibit E). The husband called Ms. Yeshaw at her family’s home in Ethiopia
as soon as possible to inform Ms. Yeshaw of the extraordinary bill.

Ms. Yeshaw informed her husband that she could not find her phone, and requested that
her husband call Cingular and report that the phone was lost or stolen, as well as
communicate the fact that Ms. Yeshaw did not authorize these charges.

In this instance and others, Ms. Yeshaw used the family landline phone in Ethiopia when
she needed to make a phone call.

The consumer received a bill for February 22, 2007 to March 21, 2007 that indicated a
total amount due of $8,042.44 (Exhibit F).

The consumer received a bill for April 22, 2007 to May 21, 2007 that indicated a total
amount due of $8, 162.21.
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55.

56.

57.

58.

Ms. Yeshaw’s bills share many similarities with Ms. Abera’s bills, including the quantity
and frequency of the unauthorized phone calls, and the fact that none of the numbers
allegedly dialed have been identified as number previously dialed by the customer. A
significant number of the calls listed on Ms. Yeshaw’s bills allegedly are international
calls from Ethiopia. The following is a partial list of countries that appear to have been

dialed on the relevant bills, with one example of a phone number in parenthesis:

(64-982-05088------ ), New Zealand (47-936-82407----), Norway (27-720-341992-----),
Saudi Arabia (25-212-16081-----), Somalia (25-218-51896----), Sweden (44-207-
0931160----), United Kingdom (44-796-1881028----), Denmark (45-274-25655---), India
(46-762-510984---), Ireland (44-238-02220495---), Kenya (8-889-97 2227----), Australia
(61-446-2612---), Switzerland (41-213-114237—), Japan (81-771-46605----), Pakistan
(92-321-5260635----), Greece (30-146-01277----), Belgium (32-023-01854---),
Kazakhstan (72-440-61930---)

Customer service was called on August 20, 2007 at UCAN’s offices to verify and
supplement the above facts. The customer service representative answering Ms.
Yeshaw’s requests was April Bonner.

April Bonner said that international roaming was added by a store in October 2005. Ms.
Yeshaw stated she had no idea this feature was on her phone. CSR Bonner suggested it
was automatically added and stated that automatically enabling international roaming is
an accepted practice because there’s no charge to the customer.

AT&T CSR Bonner confirmed that Ms. Yeshaw’s husband did call the Cingular Fraud
department on or around February 21 or 26(Ms. Bonner stated both of these dates as the
dates of the call from Ms. Yeshaw’s husband at different times). The AT&T CSR
confirmed from the records Ms. Yeshaw’s claim that Ms. Yeshaw’s husband contacted

the fraud division in late February at 877-844-5584 & spoke with Kendra. The caller
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59.
60.

61.

62.

63.

64.

65.

asked the company to disconnect the phone and disputed the charge by reporting problem
to the fraud division.

Calls ceased appearing on Ms. Yeshaw’s bill after March 1, 2007.

AT&T CSR April Bonner also confirmed that Ms. Yeshaw was sent to collections
sometime in July 2007 during the dispute and without a response from the company to
the fraud report taken in February 2007. Ms. Yeshaw again disputed the charges on
August 20, 2007. After listening to the circumstances, CSR Bonner proceeded to open an
investigation and submit a request for review, investigation, and a refund from her
managers of $8,042.44. Ms. Bonner stated, despite the fact that the investigation was
open, that the collections action would continue, and it was AT&T’s practice to leave
collections actions open until conclusion of the investigation. Despite repeated requests,
Ms. Bonner refused to remove the collection action despite her promise that AT&T
would investigate the disputed charges. In addition, no written collection notice was

received, yet the customer received a call to pay the money.

IV. VIOLATIONS OF LAW

In California, Public Utilities Code Section 2890(a) governs the cramming of

unauthorized charges onto subscriber’s phone bills.

Section 2890(a) states that “A telephone bill may only contain charges for products or
services, the purchase of which the subscriber has authorized.”

The charging for phone calls not placed by customers amounts to a violation of California
Public Utilities Code Section 2890(a).

International Roaming charges applied to those customers did not request or receive
notification that International Roaming was added to the customers plan amounts to a
violation of California Public Utilities Code Section 2890(a).

Customers, such as Ms. Abera, should not be charged for phone calls they did not place

while traveling abroad when 1) they did not place the calls, and 2) the customers never
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66.

67.

68.

69.

asked for, agreed to, or even received notice that International Roaming would be
enabled on their phones.

With regard to AT&T’s untimely and delayed responses to UCAN’s inquiry into this
matter Public Utilities Code Section 2890(d)(2)(C) requires all companies that charge
subscribers for products and services on telephone bills to “provide a means for
expeditiously resolving subscriber disputes over charges for a product or service, the
purchase of which was not authorized by the subscriber.” To obtain resolution, UCAN
and Ms. Abera enlisted all levels of customer service, including customer service
representatives at AT&T’s 800 numbers, executives at the AT&T California Office of the
President, and even AT&T’s counsel. AT&T was consistently unresponsive, and did not
provide a process for “expeditiously resolving” subscriber disputes.

AT&T also violated General Order 168 Part 4 C(c) and (d). Part 4 (C)(d) states the
following: Complaint Resolution: If a telephone company receives a complaint that the
user did not authorize the purchase of the product or service associated with a charge, the
telephone company, not later than 30 days from the date on which the complaint is
received, shall either (i) verify and advise the subscriber of the user's authorization of the
disputed charge or (ii) undertake to credit the disputed charge and any associated late
charges or penalties to the subscriber's bill.

As stated, a fraud report regarding Ms. Yeshaw’s lost or stolen phone was filed in mid-
February. This was confirmed on August 20 by AT&T CSR April Bonner. However,
AT&T never verified the charges or advised Ms. Yeshaw of her authorization, nor did
they credit her as directed in Part 4 (C)(d).

Part 4 (C)(c) states the following: “(c) Nonpayment of Charges During an Investigation:
While a complaint investigation is pending, the subscriber shall not be required to pay the
disputed charge or any associated late charges or penalties; the charge may not be sent to
collection; and no adverse credit report may be made based on non-payment of that

charge.”
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70.

71.

72,

As stated, on August 20, AT&T CSR April Bonner confirmed Ms. Yeshaw was sent to
collections sometime in July, 2007 during the dispute and without a response from the
company to the fraud report taken in February 2007. Ms. Yeshaw again disputed the
charges. After listening to the circumstances, CSR Bonner proceeded to open an
investigation and submit a request for a refund from her managers of $8,042.44.
However, Ms. Bonner stated, despite the fact that the investigation was open, that the
collections action would continue, and it was AT&T’s practice to leave collections
actions open until conclusion of the investigation. Again, despite repeated requests, Ms.
Bonner refused to remove the collection action despite her promise to investigate. These
actions violate the explicit language of General Order 168 Part 4 (C)(c) and (d). In
addition, no written collection notice was ever received, yet the customer received a call
to pay the money.
AT&T required Ms. Yeshaw to pay the disputed charges during open investigations, sent
her to collections, and did so without satisfying the requirements of Part 4 (C)(d).
AT&T’s actions and inaction while investigations were open are a violation of the
explicit language in Part 4 (C)(c) that “while a complaint investigation is pending... the
subscriber shall not be required to pay the disputed charge... [and] the charge may not be
sent to collection...”

V1. SCOPING INFORMATION
UCAN is filing this complaint as an adjudicatory complaint and believes that hearings

will be necessary.

VII. RELIEF SOUGHT

WHEREFORE, UCAN respectfully request that the Commission:
1. Order AT&T to immediately cease and desist from each and every violation alleged in
paragraph 5 through 71 effective upon receipt of this complaint through the issuance of an

injunction.
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2. Order AT&T to undertake such steps as are necessary so as comply with state law.

3. Order AT&T to make and pay any and all reimbursements and penalties available under Code

Sections 2107, 2108 and 2113 to Ms. Abera, Ms. Yeshaw, and to similarly situated California

consumers.

5. Order AT&T to pay commensurate punitive damages upon finding of intentional misconduct.

6. Order all other remedies and penalties, fees and costs as the Commission may determine just

and equitable.

Respectfully submitted,

Is/
Art Neill
Michael Shames
Utility Consumers’ Action Network (UCAN)
3100 5™ Ave. Suite B
San Diego, CA 92103
(619) 696-6966
Fax: 696-7477

art@ucan.org
ATTORNEYS for Complainant

Dated: August 31, 2007
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Verification

I, Michael Shames, am an officer of complainant corporation herein, and am authorized to make
this verification on its behalf. The statements in the foregoing document are true and of my own
knowledge, except as to the matters which are herein stated on information and belief, and as to
those matters | believe them to be true. | declare under penalty of perjury that the forgoing is true
and correct. Executed on August 31, 2007 at San Diego, California.

/sl

Michael Shames
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- raising the bar-all”

Ve

Page: 49 of 74
Billing Cycle Date:

Account Number: 186015963

j'ﬁi‘{t? Call 1-800-331-0500 or 611 from your wireless phone.

01/16/07 - 02/15/07

34

Subtotal Minutes

g
g
2l
2

Roaming Call Detail (Continued) 619-504-5580
User Name: MESKEREM K. ABERA
Rate Code: INC3=INCOLLECT 3.49
Number Rate Fea- Alrtime LD/Add'l Intl Total

Item Day Date Time  Called Call Te Min Code ture Charge Charge Tax Charge
Charges Incurred While Roaming in Ethiopia, ZZ
2127 02/14 _ 7:11PM__ 48762800488 INTERN CL 3 INC3 10.47 1.04 11.51
2128 02/14__ 7.15PM__ 4B4-084-9556  INTERN CL 1 INC3 3.48 0.33 3.82
2129 0214 7:17PM_ 972-522.7914 _ INTERN CL 1_INC3 3.48 0.33 3.82
2130 02/14+. 7:20PM __519-504-5580 1 INC3 3.48 0.18 357
2131 e Daii4_ 7.21PM 441170421763 i ING3 34D 0.33 382
2132 02M4 T27TPM- 25215527790 2 INC3 698 - 0,81 7.50
2135 024 780 26215514766 1 INC3 030 37
2134 02/14  731PM 442087808725 i 0.33 382
2135 02/14 ~ 7:31PM 4420876808725 T 033 382
2136 02/14__ 7:32PM__ 441178421763 2 0.69 787
2137 02/14 _ 7:40PM__252-160-0546 2 0.51 7.58
2138 02/14 _ 7:46PM__ 25215672117 1 0.50 3.70
2138 02/14 _ 7:48PM 25215587705 1 0.30 3.79
2140 02/14  7:40PM _ 262-121-7842 1 0.30 379
2141 0214 7:50PM  252-593-8478 S e R
2142 _ T:5{PM  252-503-8785 i e . 378
2143 7:63PM 48737549653 L S A 382
2144 14 7:55 442082008038 fii I O e

G 4 7:56PM 252.583-5224 ST e
2146 02/14 __ 8:06PM__ 447057357803 2 0.89 787
2147 02/14 __ B:10PM__ 442080040803 1 0.33 382
2148 02/14 _ B:11PM__ 442087433974 3 1.04 11.51
2149 02/14 _ 8:14PM 442087467821 i 0.33 382
2160 02/14 _ B:18PM__ 46762415148 1 0.33 382
2151 02/14  8:21PM 442087467821  INTERNGL = 7 242 28885

= ' 53 ' 839, 1,782.13 20,621,153
Toals 5356 8,639.02 5': —{782.13 20,621.15

Wireless Line Summary For:
User Name: MESKEREM K. ABERA

619-729-3212

|{Monthly Service Charges Perlod

Monthly
Charge

Total
Charge

Rate Plan

FTONATP2100RUMMUNW

| Includes:

- 2100 ANYTIME MINUTES

- ANYTIME ROLLOVER MINS
- CALLER ID LINE BLOCK

- Call Forwarding

- Call Hold

- Call Waiting

- Caller ID

- Detailed Billing

- FAMILY TALK ADDTL

- NATION GAIT/GSM

- NO ANSWER CALL FORWARD
- THREE-WAY CALLING

- UNL Nght & Wknd Min

- UNLTD EXP M2M MINS

02/16-03/15

9.99

0.99

2:34PM  619-813-4024

INCOMI CL

_ESM1

<]

MoMG

l 105 07

108 0117 2:36PM 619-848-4700

INCOMI CL

ESM1 MaMC

107 0117 2:50PM  619-817-5672

SNDG S CA

AM21

108 01117 3:22PM 619-282-0575

INCOMI CL

RM21

108 01/17 _ 3:38PM 610-813-4024

INCOMI CL

na | fro [no o
o|ojo|a
o jur]

ESM1 MamMmC
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